Pecnybauka Mopnosus

HYamsuuckui MyHHIHIAJIbHBIA paiion
ANMHHHCTPANHS ATEKCeeBCKOro CeIbCKOro MoceeHns

IHOCTAHOBJIEHHUE
28.06.2013r. Ne 59
1. A1ekceeBKa

06 yrBepxaennn Ioaoxkenns o6 obecnedennn 6e30MaCHOCTH MePCOHATBHBIX
AaHHBIX NPH 00padoTKe B HHOOPMALHOHHBIX CHCTEMaX MEPCOHANBHBIX JAHHBIX B
AAMHHHCTDAIHH  AJIEKCEEBCKOT0  CeJbCKOr0  mocedeHHss  YaM3MHCKOro
MYHHUOHNA/AbHOT0 pakiona Pecnybaukun MopaoBus

B nemsx oecrieuenus 3aIMTH NpaB M CBOGOA YENOBEKa M IPakIAHHHA IPH
0bpaboTke ero mepcOHANBHEIX MAaHHBIX, B TOM YHC]E 3alllUThI mpaB Ha
HEMPUKOCHOBEHHOCTE YACTHOM JKM3HM, Ha OCHOBaHWMHM (DenepanbHOro 3aKoHA OT
27.07.2006 r. N 152-®3 "O nepcoHanbHBIX TaHHBIX", aIMUHUCTpAIUs AJIEKCEeBCKOro
CeIbCKOro nocesieHust YaM3MHCKOro MYHMIIMIIANBHOTO paloHa MMOCTAHOBISET:

1. Vteepaute mnpumaraemoe Ilonoxenne o6 obecreuenud 6e30MACHOCTH
MEPCOHATBHBIX IAHHBIX MPH 06paboTke B MH(GOPMALMOHHBEIX CHCTEMAX MEPCOHATBHBIX
JaHHBIX B aIMHHHCTpalMM AJIEKCEeBCKOIO  CENLCKOro moceneHus YaM3HHCKOTO
MyHULHIIAIBHOTO paiioda Pecrrybnuku Mopnosus.

2. Hacrosmee IToctanoBieHue BCTYNIQ€T B CHJIY B YCTAQHOBJIEHHOM 33aKOHOM
TTOpsIKe. : P T T

[1aBa agMUHUCTpaLH fee
AJIEKCEEBCKOTO  CeJIbCKOIo M0CeTe

|\




Ipunoxenne

K MOCTAHOBJICHHIO AIMHHHCTPaUHH
AJlIeKCeeBCKOIro CeBLCKOro moceIeH st
Yam3uuckoro MysuuunansHoro paiiona
ot 28.06.2013 r. No59

[Monoxenne _
00 obecneyenun GezonacHocTH NEPCOHANBHBIX TAHHBIX NPH X 006paboTke B
HHYOPMANHOHHBIX CHCTEMAX MEPCOHATBHBIX JAHHBIX B AIMHHHCTpaIMH
AJIEKCEeBCKOro ceIbeKoro nmocesenus YaMm3nHekoro MYHUIHIA]BHOTO paiiona

1. Hacrosmee Ilonoxenne ycraHasmMBaer TpeboBaHUS K obecreveHuio
0e30IaCHOCTH TEpPCOHATBHBIX JAHHBIX NpH uX o6paboTke B HHDOPMALHOHHEIX
CHCTEMaX MEePCOHANBHBIX  JaHHBIX, M[PEACTABILIOMUX  CcOBOif COBOKYITHOCTE
TICPCOHANIBHBIX JAHHBIX, COAEpIKAIIUXCA B 0a3ax JaHHBIX, a TAKKe MH(DOPMAIIHOHHEBIX
TEXHOJIOTHH M TeXHHYECKUX CPEACTB, MO3BOJSFOLIMX OCYLIECTBIATE 00paboTKy Takux
NICPCOHAIILHBIX [aHHBIX C KCIOJb30BAHHEM CPEACTB ABTOMATH3AIINH (nanee -
MH(OPMAILOHHBIE CHCTEMBI).

Iloxg TeXHWYeCKMMH CpencTBaMH, MO3BOMSIONIHMHA OCYIIECTBIATE 06paboTKy
ICPCOHAJIBHBIX ~ NaHHBIX, TOHAMAIOTCS  CPEACTBA  BBIYMCIHTETLHOMN TEXHHUKH,
HHPOPMAHOHHO-BBIYMCIINTENbHbIE KOMILIEKCH U CETH, CPe/ICTBA U CHCTEMBI IepeiayH,
npuemMa H o0paboTKH NEPCOHAIBHEIX JAHHBIX (cpencTBa M CHCTEMBI 3BYKO3AINUCH,
3BYKOYCHIICHUS, 3B KOBOCIIPOH3BE/ICHHSI, [IEPErOBOPHBIE U TEJI€BU3HOHHBIE YCTPOHCTBa,
CPEIICTBA U3TOTOBNEHUS, THPAXKUPOBAHHUS JOKYMEHTOB H APYTHE TEXHUIECKHE cpeacTBa
00paboTkH peueBoi, rpaduueckoil, BHIEO- W OykBeHHO-1HbpPOBOI  MHEGOPMALIH),
[TIPOTPaMMHBIE CpelcTBa (ONepalnuOHHbIE CHCTEME, CHCTEMBI ynpasieHus Oazamu
AQHHBIX H T.II.), CPEICTBA 3alMThl HHPOPMAIUH, NpUMeHsieMble B HH(OPMAIHOHHBIX
CHCTeMax.

2. bBe3onmacHOCTb MNepCOHANBHBIX JaHHBIX JAOCTHTAeTCs " IMyTeM UCKIIIOUEeHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJIE CIIy4YaiHOro, JOCTYNA K MEPCOHAITBHEIM IaHHEIM,
PE3YJIBTATOM KOTOPOrO MOXET CTaTh YHHYTOKEHHE, H3MeHeHHe, OJ0KupoBanue,
KOTHpOBAHHE,  pAaCIPOCTPaHEHHE MEPCOHANBHBIX  JaHHbIX, a Takke HHbIX
HECAHKLIMOHUPOBAHHBIX [eHCTRHIA. ¥

be30mnacHOCTh mepCoHANBHBIX MaHHBIX Ipu uX 00paboTKe B MHOPMAITHOHHBIX
cHcTeMax 00ecHeYuBaeTCsl ¢ MOMOLIBIO CHCTEMBI 3alIUTHI TIePCOHANBHBIX JaHHBIX,
BKJIIOYAIOIICH OpraHU3alMOHHbIE MEPhI M CPEJICTBA 3AIMHTH HH(OpMAIHHK (B TOM YuCIe
mudpoBaiLHLIe (kpunTorpaduyeckue)  cpeacTsa, CpeACTBa  INpenOTBpalleHHs
HECAaHKIIMOHMPOBAHHOIO [OCTyIa, YT€YKHM HH(OPMALUM 10 TEXHHYECKHM KaHasaM,
MPOTPAMMHO-TeXHHYECKHX  BO3/ICHCTBUH Ha TeXHMYECKHE CpeICTBA 00paborku
NEPCOHANBHBIX NaHHEIX), a TaKKe HCHONb3yeMble B MH()OPMAaLMOHHOM CHCTEME




WHGbOPMAITMOHHBIE TEXHOJOTHH. TeXHMYeCKHe W IPOTrpaMMHBIC CPEICTBA [IOJDKHDI
yIIOBNETBOPSTEL YCTAaHABIMBAEMbIM B COOTBETCTBUM C 3aKOHOAATE/IECTBOM Poccuiickoi
®enepauun TpeOOBaHUAM, 00ECTIEYHBAIOIINM 3AIIUTY uHGOpMAaLIH.

Jlns obecreyenus Oe30MacHOCTH MEPCOHANBHBIX JaHHBIX IMPH HX obpaboTke B
MH(QOPMAIIMOHHBIX CHCTEMax OCYIIEeCTBIAETCS 3alliTa peueBoil MH(OpPMAIMH H
uHpopMalyK, 00pabaThIBaEMON TEXHHYECKMMH CPEICTBAMH, a TaKKe UH(pOpMaIIUH,
MpeiCTaBIeHHON B BuAe HHOOPMATHBHBIX JJIEKTPUYECKHX CHIHAIOB, bu3ndecKnx
roneii, HocuTenael Ha OymMaKHOM, MarHHTHOH, MAarHUTOOIITHYECKOW U HHOM OCHOBE.

3. MeTomsl U CHOCOOB 3aIIATH MH(pOpMaluu B WHGOPMALMOHHBIX CHCTEMAX
ycraHaBiuBarorcst DeiepanbHoi ciyx00# 10 TEXHUIECKOMY ¥ 3KCIOPTHOMY KOHTPOJIIO
n ®enepanbHoit ciyxboi GesomacHocTH Poccuiickoi denepanuy B Ipejenax HX
MOJIHOMOYHH.

JIoCTATOMHOCT NPHHATEIX Mep 10 ofecnieueHUIo 0e30MacHOCTH MEPCOHABHBIX
NaHHBIX TIpH HX o6paGorke B MHMOPMALMOHHBIX CHCTEMax ONCHHBACTCA TIPH
MMpOBEACHHH FOC}’}I&pCTBeHHDI‘O KOHTPOJTS U Hana3opa.

4. Paborel mo obecriedeHH0 0€30MACHOCTH NEPCOHAIBHBIX HaHHBIX TPH UX
o6paboTke B HHGOPMALMOHHBIX CHCTEMAaX SBIISAIOTCA HEeOTHEeMJIEMOM YacThio paboT Mo
CO3aHUI0 HHGOPMALHOHHBIX CHCTEM.

5. Cpenctsa 3aliThl MH(QOPMALMH, INpPUMEHseMble B HHQOPMAIMOHHBIX
cuCTeMax, MOMKHbI B YCTAHOBIEHHOM IOPSAKe MPOXOAWTH MNPOLenypy OLCHKH
COOTBETCTBHSI.

6. VHbopMalMOHHBIE CHCTEMBl  KIACCHQUIMPYIOTCS B CTPYKTYPHBIX
MojpasjesieHnsX, OCYIIECTBIMIOMuX 00paboTKy IepCOHANBHBIX IaHHBIX, 4 TaiuKe
ONpeNeNsiONMX Ueld. H cojepkanve 00paGOTKH MEPCOHANBHBIX MaHHBIX, B
3aBHCUMOCTH OT 00BeMa -00padaTeIBa€MbIX MMH IEPCOHANBHBIX NaHHBIX H yIpO3
6e30MacHOCTH JKU3HEHHO Ba)KHbIM MHTEpEcaM JIMYHOCTH, 00IIECTBa U roCcy 1apeTBa.

[Topsilok npoBefeHUs KiaccHuKaluid HHOOPMAIHOHHBIX CHCTEM ONpe/e/IeH
[lpukasom ot 13 deppana 2008 roxa N 55/86/20 "O6 yreepxuenuu Ilopsrka
MpOBEACHHA KIacCH(PUKAHH HHPOPMAUMOHHEIX CHCTEM IEPCOHATBHBIX TaHHBIX"
coBmecTHO DesepanbHON cayX0oi MO TEXHWYECKOMY M 3KCIIOPTHOMY KOHTPOIIO,
depnepansEoi cryx6Goit GesomacHocTn Poccuiickoit ®enepaluy H MuHHCTEPCTBOM
uH(OPMAIIOHHEIX TEXHOJOTHH 1 cBsi3h Poccuiickoil Penepaluy.

7. O6MeH TepcoHATbHBIME JaHHBIME TpU HX 00paboTke B WHOOpPMaLHOHHBIX
CHCTeMaX OCYILECTBISIETCS 110 KAHATIAM CBSI3H, 3alllATa KOTOPbIX 00ecredrBaeTCs My TeM
peanu3aliyd COOTBETCTBYIOIIMX OPraHW3alMOHHBIX MEp W (nm) myTeM NPUMEHEHUS
TEXHHYECKUX CPENCTB. , 4

8. Pasmemenue WHGOPMALMOHHBIX CHCTEM, crieLagbHOe O00OpYIOBaHHE U
OXpaHa TOMeIUeHuH, B KOTOphIX BeleTcs paboTa ¢ NEPCOHAIBHBIME JAHHBIMH,
opradmsauus pexuma obecrieueHus 0e30IaCHOCTH B OTHX [OMEIIEHHUAX J0JDKHBI
obecrevnBaTh COXPAHHOCTh HOCHTENIEH MEePCOHATBHBIX NAHHBIX W CPE/ACTB 3allUTbI
MH(OPMALIAH, & TAKKe HCKII0YaTh BOSMOXKHOCTh HEKOHTPOIMPYEMOTO IIPOHHKHOBCHHA
WM peOBIBaHAS B 9TUX NOMEILEHHUSIX [TOCTOPOHHMX JIMLL,

9. Bo3MOXKHble KaHagbl yTedkun HHGOpMaImMu mpd oOpaboTke MEpPCOHATBHBIX




-

NAHHBIX B MH(GOPMAaLMOHHBIX CHCTEMaxX OIPCACIIAIOTCA DenepansHOM CITyX60# TIO
TEXHUYECKOMY ¥ JKCIOPTHOMY KOHTPOJIIO H denepansHoil CIyk60i 6€30MacHOCTH
Poccuiickoii Deftepalliy B Mpeenax HX MOTHOMOYMH.

10. Be3onacHOCTS MePCOHANBHBIX JAHHBIX NPH UX 00padoTKe B uH(GOpPMALHOHHON
cHCTeMe obecreuwBaeT OTepaTop WM JIMIO, KOTOPOMY Ha OCHOBaHMM JI0roBOpa
omepatop mopyuaeT o6paboTKy MEpCOHANBHBIX NaHHBIX (namee - yYMNOTHOMOYEHHOE
o). CylecTBEHHBIM YCIOBHEM J0T0BOpA SBIAETCS 00S3aHHOCTD YIOTHOMOYCHHOTO
muna 00ecTedYnTh KOH(QHASHIHMAIBHOCT NEPCOHANBHBIX AAHHBIX W HX 6e30macHOCTh
npu 06paboTke B HHGOPMALHOHHOH CHCTEME.

11. Ilpu obpaboTke mNepCOHANBHBIX IAHHEIX B UH()OPMALMOHHOH CHUCTEME
IOJKHO OBITH O0ecreyeHo:

a) mpoBeleHWE ~ MEpONpHATHH,  HANpABISHHBIX  Ha  [PEOTBpalllCHHE
HECaHKI[MOHUPOBAHHOTO JOCTyNa K MEPCOHAbHBIM JAaHHBIM H (nnm) mepepada HX
HIaM, He HMEIOIIMM IpaBa JA0CTYyNa K TaKoi HHpopMalmH;

6) cBOEBpeMeHHOe O0HapyKeHHe (aKTOpPOB HECAHKIHOHHPOBAHHOIO JAOCTYNA K
Tako# nH(opMaLuy;

B) HEJOMyILIECHNWEe BO3/ICHCTBHA HA TeXHHYECKHE CPE/CTBA ABTOMATH3UPOBAHHON
06paboTKH MEePCOHANBHBIX JaHHBIX, B pe3yIbTaTe KOTOPOro MOXET OBITH HAPYILEHO HX
(bYHKIIHOHHPOBaHHUE;

r) BO3MOXHOCTH HE3aMe/UTHTENFHOTO BOCCTAHOBJICHHMA NEPCOHATBHBIX JAHHBIX,
MOAM(UIMPOBAHHEIX WM  YHHYTOXKEHHBIX ~BCJEJCTBUE  HECAHKI[MOHMPOBAHHOTO
JocTyra K HUM;

1) TIOCTOSHHBIH KOHTPONb OfecredeHnsi ypOBHS 3alMIIEHHOCTH MEPCOHATBHBIX
JAHHBIX. \

12. Mepompusatus 1o obecredeHuro 6e30IacHOCTH MEPCOHATBHBIX JAHHBIX IPH
ux 06paboTke B HHGOPMALIMOHHBIX CHCTEMAX BKIIOYALT B ceOst:

a) onpezelieHre yrpo3 6e30acHOCTH NEPCOHATBHBIX IaHHBIX MPH HX obpaboTke,
dopMupoBaHKe Ha X OCHOBE YaCTHOH MOJIENH YTPO3;

6) paspabOTKy Ha OCHOBE WYacTHOM MOJEIM YIpO3 CHCTCMbl 3allHTEl
TepcoHa/IbHBIX JaHHBIX, o0ecreqnBatomen HEHWTpaIU3aLHIO NPEANOaraéMpIX yrpos ¢
HCITONB30BAHMEM  METOJOB M CrMocoGOB  3alMTBl  MEepCOHANBHBIX  JaHHBIX,
peyCMOTPEHHBIX /sl COOTBETCTBYIONIETO KIacca HHGOOPMAIIMOHHBIX CUCTEM;

B) MPOBEPKY TOTOBHOCTH CPEICTB 3aIHUTEI uHbOpMALIMA K KCTIONB30BAHUIO C
COCTABIICHHCM 3aKTIOYeH s O BOSMOXKHOCTH HX SKCIITyaTaluu;

r) ycTaHOBKY H BBOJ B 3KCIUIyaTallHiO cpeﬂcmf._f:ammm uHpOpMall B
COOTBETCTBHH C SKCILTyaTalHOHHO-TEXHUYECKON nomyMemaﬂéeﬁ;

n) obydenme JWI, HMCIONE3YIOIMX  CPEACTBA  3alMTHI uH(OopMaIUH,
nprMeHsieMbie B HHOPMaIHOHHBIX CHCTEMAX, NPaBHIaM paboThl C HUMH;

e) yueT MpUMEHSEeMBbIX CPEJCTB 3allUThl MH(OpMAIHH, SKCIUIYaTallMOHHOW H
TeXHAYECKOM JOKYMEHTAIMM K HAM, HOCHUTENEH epCOHAbHBIX TaHHBIX;

%) yderT IHMI, MOMyIIeHHHIX K paboTe ¢ TNEPCOHANLHBIMM JAHHBIMH B
uH(OPMALIHOHHOA CHCTEME;

3) KOHTPOJbL COOJIONCHHS YCIOBHI  HCIIOJIb30BAHUS  CPEACTB  3aLLMTBI




HH(pOpMaruy, [IPEyCMOTPEHHBIX 3KCIUTYaTAlHOHHON 1 TeXHUYECKOH JOKyMEeHTalHeH;

M) pasbupaTeNbCTBO W COCTABNEHHe 3aKNIIOYEeHHA 1O (akTam Hecobmonenus
YCIIOBUH XpaHEHHS HOCHTeel [ICPCOHATIBHBIX JIaHHBIX, MCIIOJIB30BAHME CpencTB
3aLATHl HHYOPMAIIHH, KOTOpBIe MOTYT NPHBECTH K HapyNIEHHIO KOHGUIEHIHATEHOCTH
TIEPCOHANBHBIX NaHHBIX WIH APYTHM HAPyIICHUSIM, MPUBOMAIINM K CHIDKEHHIO YPOBHS
3aIUIIEHHOCTH  MEePCOHAIBHBIX AQHHBIX, pa3paboTKy W npuHSATHE MEp 1o
HPENOTBPAIEHHIO BOSMOKHBIX ONACHBIX [TOCIENCTBHI TNONOOHEIX HAPYIEHHiT;

K) OIMCaHHe CHCTEMBI 32l ThI IEPCOHATBHBIX MaHHBIX.

13. JIns  paspaborkm n OCYUWIECTBICHUS. MEpOTIPHATHII 10  obecreyeH o
OesonacHocTu TIEPCOHATBEHBIX TAHHLIX NP UX 06paboTKe B HHOOPMaLHOHHO# cHcTeMe
ONEPATOPOM  MJIM  yNONHOMOYEHHBIM  JHIOM MOXET Ha3sHa4yaThCsl CTPYKTypHOE
TIOPa3NIeIeHNe UIIH JOJDKHOCTHOE JTHIO (paboTHHK), oTBeTCTBEHHbIE 33 obecrnieuenue
Ge3onmacHoCTH nepcoHanbHbIX JTaHHBIX.

14. Jlmma, moctyn KOTOPBIX K IEPCOHATHEHEIM JaHHBIM, obpaGaTriBaeMbIM B
HH(OPMAITHOHHOI CUCTEME, HEOOXOOUM NI BBITONHEHUS CITyeOHBIX (TpyHOBBIX)
00s13aHHOCTE}H, AOCIyCKAIOTCS K COOTBETCTBYIOLIMM MEPCOHATBHEIM  MaHHBIM Ha
OCHOBAHHH CIIUCKa, YTBEPIKIEHHOIO OT€PaTOPOM HJIH YIIOTHOMOYEHHEIM THIIOM.

15. 3ampocsr monszoBatesneit MHQOPMALIHOHHOM  cHCTeMbI  Ha IIOJIy4YeHne
CPCOHANBHBIX JIAHHBIX, BKIKOYAs JIHI, YKa3aHHBIX B nyHKTe 14 Hacrosero
Ionoxenus, a Takxe (akTel npemocTaBrenus MEPCOHANBHBIX MaHHBIX MO0 3THUM
3aIpocaM  perucTpUpPYIOTCH . aBTOMATU3UPOBAHHBIMU CPECTBAMH HH(POPMAIIOHHOH
CHUCTEMBI B 3JIEKTPOHHOM KypHAJle obpamennii. Coneprxanue SJIEKTPOHHOI0 JXypHala
obpammenuii mepuoanIecky TIPOBEPACTCH COOTBETCTBYIOIIMMH JOJIKHOCTHBIMH THIIAMH
(pabotHukamm) OIIEpP3TOpa HIIH YIOJHOMOYEHHOT'O JIAILA,

16. Ilpu o6uapysxenuu HapylIIeHUH NOpsAKA NpPeIoCTaBICHHUs NePCOHATBHBIX

AO BBIABIICHNS IDUYHH HapYIIEHUI U YCTPAHEHMSI STHX NPHYHH.

17. Peamusaims Tpe6oBanuii mo obecnevenuio Gesonacroctn UH(pOpMaLHH B
CPEACTBAX 3alIUThI HHPOPMALIMH BO3NIATAETCS HA X pa3paboTunKoB.

18. Pe3ynsratel oumenxn COOTBETCTBHS U (WiH) TEMaTUIECKUX HCCIICA0BaHMIT

B XOJ€ SKCHEPTHU3BI, OCYILECTBIISIEMOiL DenepansHoii cryk60H 10 TeXHUYECKOMY H
OKCIIOPTHOMY  KOHTpo/o ¥ ®DepmepansHoi ciyxboit  {6esomacHocT  Poccuiickoii
Peziepartiy B npeienax uX MOTHOMOYHI, ¥

19. K CpeAcTBaM 3alllUThI HH(OpMaIHy, [IPEIHa3HAYeHHBIM IS oOecrieueHus

DenepanbHoii cysk6oii mo TEXHIMICCKOMY H 3KCTIOPTHOMY KOHTpomo 1 PenepanbHoit

ciyx00i 6ezomacuocTi Poccuiickoii Penepanyyu B peaenax ux moJTHOMOYHIL.
Usmenenuwe  yenosuis TIPHMEHCHHA ~ CPEACTB  3aIlUTEl HH(OpMaIHH,

TPENyCMOTPEHHBIX yKa3aHHBIMH MPABHIAMH, COTIACOBBIBACTCS C ITUMH (heepaTbHBIMU
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